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Abstract. A mechanism, called vertical handover, for changing networks on mo-
bile devices is presented. Particularly, we explain how to do such changes in cell
phones owning Wi-Fi controllers. The proposed mechanism enables applications
accessing the Internet on a cell phone to automatically switch between WLAN and
GPRS networks. Additionally, in order to assess the performance of the handover
mechanism, it is presented an application that transfers data through a secure
channel via Internet from a cell phone to a desktop computer that acts as an appli-
cation server. The secure channel provides confidentiality, integrity and authenti-
cation services. The tests conducted showed that the handover mechanism makes
network changes in the three possible scenarios: GPRS to WLAN, GPRS to
WLAN and WLAN to WLAN.

1 Introduction

Currently the use of the cell phone is not just limited to making phone calls. Ac-
cording to a survey conducted in the United States by America On Line in 2006 [1],
8% of the users use their cell phone to access the web, and 7% use it to send email.
The integration of Wi-Fi to the cell phone has become decisive when it comes to ac-
cessing the Internet due to its low cost and higher data rates compared to GPRS
(General Packet Radio Service) of GSM (Global System for Mobile communica-
tions). The number of cell phones with a Wi-Fi interface is growing. According to
the report "Wi-Fi Component forecast and Vendor Share" of the 2005 [2], in 2009
most of the Wi-Fi chips had been installed in cell phones. On the other hand, wire-
less networks are widely available in offices and public places such as hotels, air-
ports, malls and schools [3]. The integration of these technologies is needed in order
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to allow mobile devices to roam seamlessly between WLAN and GPRS networks, a
process called vertical handover [11].

In this paper we propose a vertical handover mechanism between WLAN and
GPRS networks for mobile devices. In order to evaluate the performance of the han-
dover mechanism it was developed an application in the health care area for patient
monitoring. The application for services in the area of health consists of a cell phone
with Wi-Fi interface and a sensing device, the system monitors the patient's vital
signs and sends this information to a medical facility through the GPRS network or
through a wireless network if available. Handover events occur when the patient en-
ters or leaves the coverage areas of wireless networks. We also propose a security
mechanism to provide authentication, data integrity and confidentiality services in
order to establish a secure communication channel [12] between the cell phone and
the application server.

The remainder of this paper is organized as follows. In section 2 the system ar-
chitecture is presented and a description of the modules that comprises is given. Sec-
tion 3 discusses the implementation of the architecture. Section 4 discusses the secu-
rity services implemented. Sections 5 and 6 discuss the performance of the system
and the analysis of results. Section 7 presents the conclusions drawn.

2  System architecture

The proposed architecture for patient monitoring system is shown in Fig. 1. The
architecture follows the client server model, where the client is the application that
runs on the cell phone and the server is the application server for Internet communi-
cations.
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Fig. 1. Vital signs monitoring system architecture

The client architecture consists of three modules which are described below.
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- Bluetooth file transfer module: The function of this module is to
transfer data stored in the internal memory of the monitor device
to the cell phone.

- Data display module: The function of this module is to present
in the cell phone data received from the monitor device.

- Internet file transfer module: The function of this module is to
transfer the data file from a cell phone to the application server
providing the security services of authentication, confidentiality
and integrity. This module also provides the handover mechan-
ism to make the automatic change between GPRS and WLAN
networks.

The server architecture consists of four modules which are described below.

- Internet file transfer module: This module receives the data file
sent from the cell phone using the developed file transfer proto-
col. This module also performs two other functions, the first one
is to respond to authentication requests from clients and the
second one is to provide session keys that require both client and
server to provide integrity and confidentiality services.

- Data display module: The function of this module is to present
to staff in the health care facility the data received from the
monitor device.

3  Communications

The system for monitoring vital signs performs a transfer of information from
the monitor device to the application server; this transfer is done through two differ-
ent types of networks, Bluetooth and Internet. To make this transfer of data reliable
two communication protocols are used one for Bluetooth and one for Internet.

3.1 Bluetooth file transfer

Transferring data via Bluetooth interface requires the implementation of a file
transfer protocol for two reasons. Firstly, the vital signs monitor device has limited
computing capabilities and has only a basic implementation of RFCOMM transport
protocol. Secondly, the communications via Bluetooth present frequent errors [13]
and need an error recovery mechanism additional to that provided by RFCOMM.
When messages are lost or when communication errors occur, the error recovery
mechanism of the protocol stops completely the file transfer to enable the cell phone
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and the monitor device to synchronize again. Once the devices are synchronized, the
file transfer is resumed from the beginning.

3.2 Internet file transfer

To make the file transfer between cell phone and the application server through
the Internet a protocol was developed over the TCP/IP protocol. The Internet trans-
fer protocol keeps the state of the transfer, in this way a mechanism for more effi-
cient error recovery can be added. If the file transfer is interrupted, it resumes at the
point where it was stopped. This error recovery scheme is necessary because of in-
terruptions in the data transfer can occur more frequently in this protocol. The com-
mands in this protocol are shown in Table 1.

Table 1. Commands of the Internet file transfer protocol

Commands issued by cell phone Answer from server
SEND_FILE COMMAND_RECEIVED
RESEND_FILE Last data block received
EOF EOF_RECEIVED
Data block BLOCK_RECEIVED

The command SEND_FILE tells the application server a client (cell phone)
wants to start a transfer session to send a file to the server.

The command RESEND_FILE is issued by the cell phone and tells the server
that the file transfer failed, it also tells the server that the file transfer is going to res-
tart at the point it was interrupted.

3.3 Vertical handover GPRS/WLAN

The vertical handover process has been extensively addressed in the formal lite-
rature and several solutions have been proposed.

In [4] Salkintzis discusses the motivations for integrating WLANSs with 3G cel-
lular networks and presents an outline for a tightly coupled architecture between
WLAN and GPRS networks.

In [5] it is proposed a hybrid architecture to support vertical handover between
an IEEE 802.11 network and an UMTS network (Universal Mobile Telecommunica-
tions System), which incorporates SIP (Session Initiation Protocol) and mobile IP
protocol.

In [6] it is proposed a scheme of vertical handover between WLAN and GPRS
networks based on routing. In addition, it is presented a model for the handover de-
cision, which reduces the latency time of handover procedure.
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In an article by Song et al [7] it is proposed a hybrid coupling scheme to support
interworking between UMTS and WLAN networks, which differentiates the data
paths based on the type of the traffic. For real-time traffic a tightly coupled network
architecture is chosen. For non real-time traffic the loosely coupled network archi-
tecture is chosen.

In this paper, it is presented a mechanism called vertical handover, which allows
changing networks on mobile devices, particularly cell phones that have Wi-Fi inter-
face. The proposed mechanism enables applications accessing the Internet on a cell
phone to automatically switch between WLAN and GPRS networks without restart-
ing the data transmission from scratch. The algorithm used in the process of search-
ing the best Internet access network is shown in Fig. 2. If there are any available
wireless networks, the one with the greatest signal strength is selected, otherwise
GPRS is chosen as Internet access point. The developed handover mechanism con-
siders 3 scenarios in which there may be a network change as shown in Fig. 3:

Network change GPRS to WLAN: The network change occurs when the signal
strength of the WLAN network reaches a minimum value of -75 dBm, this value
was determined by tests that were performed.

Network change WLAN to GPRS: As explained before, the minimum signal
strength to establish a connection is -75 dBm, when the signal strength falls below
this value is considered that the cell phone is out of range of the wireless network
and the handover mechanism proceeds to close the connection and makes the switch
to the GPRS network.

Network change WLAN to WLAN: When the cell phone moves away from the
WLAN to which is connected, the WLAN signal will be lost eventually, when this
happens the handover mechanism will change the access network to the WLAN that
has the strongest signal.

3.4 Handover during file transfer.

The use of a handover mechanism for file transfer is necessary so the transfer
service can properly handle the loss of the network signal in use, or availability of
another network with better features. The purpose of the vertical handover module is
to provide the best access network to the Internet during the file transfer. The han-
dover module is independent of the transfer protocol, is placed in a lower layer and
is responsible for providing the best available communication network. The error re-
covery mechanism used by the file transfer protocol is initiated in the cell phone and
can resume an interrupted transfer from the point of interruption.

During a file transfer several network changes may occur, these changes howev-
er occur only under two circumstances when the signal is lost or when a better net-
work is available, in either case the handover mechanism is invoked in the same
way. When the lost of the network signal that is being used in the cellular phone is
detected, the transfer protocol responds with the error recovery mechanism, this in
turn invokes the handover module to provide the new best communication network.
When the cell phone sets the transfer session with the server, it checks if there is any
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transfer in progress reviewing the value of the variable that stores the number of last
block sent, if this is different from zero means the file transfer was not completed
and a RESEND_FILE command is issued. When the server receives the
RESEND_FILE command, sends in response to the cellular phone the number of the
last block received. When the cellular phone receives the number of last block, the
file transfer is initiated from the next block. The protocol performs all these opera-
tions through a series of messages exchanged between the cell phone and the appli-
cation server as shown in Fig. 4.
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Fig. 2. Flow chart for selection of Internet access network during handover

4 Security Services

Beside the handover module, the security services module provides authentica-
tion, confidentiality and integrity services [8] to applications placed in the upper
layer.

The mechanism of distribution of session keys is responsible for distributing be-
tween the client and server the session keys that are required for data encryption. In
addition, the protocol for the management of session keys performs the authentica-
tion function. Under this scheme the application server acts as a distribution center
of session keys and simultaneously authenticates the mobile phone at the start of a
transfer session. The implemented authentication is performed only in one way, the
application server authenticates the mobile phone but the cell phone does not au-
thenticate the application server. The process of distribution of session keys assumes
that both client and server share a secret key previously distributed in some way. In
these implementations the life time of a session key was set in one day.
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Fig. 3. Patient monitoring system scenario

Confidentiality is implemented using symmetric key cryptography. The encryp-
tion algorithm used is AES with a key of 128 bits [9]. The confidentiality service is
deployed on both ends of the communication channel. However, in this application,
the data only flows from the client to the server but not vice versa. Therefore the cell
phone encrypts the data file before sending it to the application server using a 128
bits session key that was previously distributed during the set up of the transfer ses-
sion. After the transfer of the data file is completed in the application server, the data
file is decrypted using the session key to restore it to its original condition.

The integrity service is provided using the SHA-1 hash function [10]. Once the
data is encrypted and transferred from the cell phone to the application server, the
integrity service is implemented by calculating the SHA-1 hash function of the orig-
inal data file, the digest that generates SHA-1 function is then sent to application
server. In the application server, the integrity service is implemented after the data
file and its corresponding digest are received from the cell phone, the data file is
first decrypted and then SHA-1 function is calculated, then both digest are com-
pared, the one that was received and the one that was calculated in the application
server, if both digests are equal that means that the file was received fine, and an ac-
knowledgment message is sent to the cell phone, if they do not match that means the
file was corrupted during transfer, in this case the application server does not return
any acknowledgment message and the cell phone sends the data file again.

5 Functionality testing

The client application was installed on a Nokia N91 cell phone, this cell phone
has Bluetooth, GPRS and 802.11 (Wi-Fi) communication interfaces, the server ap-
plication was installed on a desktop computer with Linux operating system. There
were also two wireless networks available, both were registered as Internet access
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points in the configuration of the cell phone. Authentication to access the wireless
networks was done using MAC address filtering. Three tests were conducted to test
the handover mechanism during the change of communication network, from
WLAN to GPRS, from GPRS to WLAN and from WLAN to WLAN. In each test an
image file in jpeg format was sent from the mobile phone to the application server.
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Fig. 4. Message exchange during handover

6 Performance testing

To assess the performance of vertical handover mechanism 15 tests were carried
out; the performance was measured in categories such as time of handover, transfer
time and file encryption and decryption time, and power consumption.

The handover time is the time it takes for the application on the mobile phone to
make a change from one type of network to another. It is measured from the moment
the current connection with the application server is closed until the connection is
opened with the new selected network. The average times for the three possible sce-
narios of network change are shown in Table 2.
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Table 2. Handover time in seconds

Handover type Average time Standard deviation
WLAN/GPRS 18.69 s 9.10s
GPRS/WLAN 3.76s 0.97s
WLAN/WLAN 1.25s 0.14s

In the encryption tests conducted it was found that the average rate of encryp-
tion is 47.89 KB/s with a standard deviation of 1.4 KB/s, showing that the rate of
encryption is kept more or less constant regardless of the size of the file being en-
crypted. Similar results were obtained for decryption, the decryption rate averaged
50.00 KB/s with a standard deviation of 2.29 KB/s, it was observed that the rate of
decryption is slightly higher for files whose size is greater than 2 MB.

To determine the time of a file transfer and the data transfer rate when using a
WLAN, six files whose sizes ranged from 128 KB to 5 MB were transferred from
cell phone to the application server.

To determine the overhead imposed by security services to the file transfer it
was performed the same procedure as in the previous test but the time measurements
were taken considering the time involved in making the operations of authentication,
file encryption and hash function calculation. The results of this test are shown in
Table 3.

Table 3. File transfer times and data transfer rates using a WLAN

128KB 256 KB 512KB 1MB 3MB 5MB
Average transfer time
in seconds 1.08 2.00 2.93 448 1197 19.94
Average transfer time
with security services 3.83 7.30 13.62 2570 74.66 125.61
Overhead % due to
security services 354.60 365.00 464.80 573.60 623.70 629.90

To determine the time of file transfer and the data transfer rate when using a
GPRS network, six files whose sizes ranged from 4 KB to 256 KB were transferred
from cell phone to the application server. The sizes of these files were smaller than
those of the same test for WLAN because the nominal transfer rate of GPRS is only
150 KBY/s, transferring files over 1 MB would be slow as well as costly. The aver-
age transfer times and transfer rates with and without considering the time added by
the security services is shown in Table 4.
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Table 4. File transfer times and data transfer rates using GPRS

4KB 8KB 32KB 64KB 128KB 256 KB
Average transfer time
in seconds 20.74 4441 15958 287.8 519.42 905.65
Average transfer time
with security services 21.39 44.70 163.26 288.38 519.61 921.74
Overhead % due to
security services 1.03 1.01 1.02 1.00 1.00 1.01

To determine the battery life for data encryption, the battery was fully charged
and then a 1 MB text file was encrypted repeatedly until the battery ran out. At the
same time the percentage of battery use was recorded periodically. It was found
that an average 776 MB of data can be encrypted with a fully charged battery. The
process for determining the power consumption is similar for decryption. The tests
showed that energy consumption is slightly higher for decryption. It was found that
on average of 749 MB of data can be decrypted with a fully charged battery.

The test of power consumption of data transfer was only carried out through a
WLAN because doing this test through GPRS was impossible due to economic con-
straints. As in previous tests the battery was fully charged and a text file of 1 MB
was sent repeatedly from the cell phone to the application server until the battery ran
out. It was found that an average of 580 MB of data can be transferred with a fully
charged battery.

7  Conclusions

The vertical handover platform works as a separate module that can be used by
any application that accesses the Internet from a cell phone. The integration of the
handover platform to different applications is feasible as demonstrated by the devel-
opment and implementation of the system for monitoring vital signs. However, the
handover mechanism developed is suitable mainly for applications tolerant to
transmission delays.

Tests showed that the handover mechanism successfully performs network
changes in the three possible scenarios. This system, as demonstrated by tests, is ca-
pable of transferring information from the cell phone to the application server on
scenarios of network change, ensuring the integrity and confidentiality of the infor-
mation.
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